NHOOPMAIIMOHHASA ITAMSTKA

JIJIS1 OBYYAIOIIUXCSI

C KaXIBIM TOIOM MOJIOJIC)KA B MHTCPHETE CTAHOBUTHCS OOJBINE, & NIKOJbHUKA OJHH M3 CAMBIX aKTHUBHBIX IOJIb30BATEIEH
Pynera. Mexy TeM, IOMHMO OTPOMHOIO KOJHMYECTBA BO3MOMKHOCTEH, MHTEPHET HECeT M MpOOJIeMbl. DTa MaMsTKa JOJDKHA
IOMOYb TeOe 0€30MacHO HAXOAUTLCS B CETH.

KomnbioTepHbie BUPYCHI

KoMIBIOTepHEIH BHPYC - 3TO Pa3HOBHIHOCTH KOMITBIOTEPHBIX HPOTrpaMM, OTIHYHTEIBHON OCOOCHHOCTBIO KOTOPOH SBISACTCS
CIIOCOOHOCT K PAa3MHOKEHHUIO. B IOMOIHEHNE K 3TOMY, BUPYCHI MOTYT ITOBPEIUThH WIIM HOJNHOCTHIO YHHUTOXHTH Bce (aiinsl u
JIaHHBIE, TIOJIKOHTPOIBHEIE ITOJTB30BATEII0, OT IMEHH KOTOPOTro OBLIA 3aIlyIleHa 3apaXKeHHast IIPorpaMMa, a TakKe HOBPESANTD HITH
JlaXKe YHUYTOXKUTh ONEpPallMOHHYIO CUCTEMY CO BceMU (ailmamu B 1esioM. B GONbIIMHCTBE C1y4aeB paclpOCTPaHsIOTCS BUPYCHI
4yepe3 UHTEPHET.

Metoapl 3alIMTHI OT BPCIOHOCHBIX MPpOrpamm:
1. HCHOJ'ILSyfI COBPEMCHHBIC OIICPAlIMOHHBIC CUCTEMbI, UMCIOIIIHUEC Cepbe3HBII71 YPOBCHB 3alIUTBI OT BPECAOHOCHBIX ITPOIpaMM;

2. TlocrosiHHO ycTaHaBinuBai mayTu (LUQPOBBIE 3aIUIATKH, KOTOpPbIE aBTOMATHYECKH YCTaHABIMBAIOTCS C LEIbIO JIOPabOTKH
IIpOrpaMMBbl) U Apyrue OOHOBIIEHUs CBOEH OIepalMoHHOM cucTeMbl. CkauMBail UX TOJNBKO ¢ OUIMANBHOrO caifiTa pa3paboTynka
OC. Ecnu cymecTByeT pexxuM aBTOMaTUIECKOI0 OOHOBIIEHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOEM KOMITBIOTEPE IO IIpaBaMU II0JB30BaTClIsdA, a HC aJAMHUHUCTpaTOpa. DT0 HE MO3BOJUT 60J'IBIJJI/IHCTBy
BPCAOHOCHBIX ITPOrpaMM MHCTAJIJIMPOBATHCA Ha TBOEM IIEPCOHAJIBHOM KOMIIBIOTEPEC,

4. Ucnonp3yit aHTUBUPYCHBIE IIPOrpaMMHbIE IPOIYKTHI H3BECTHBIX IIPOU3BOAUTENEH, C aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;
5. Orpannyb GU3NYECKUI JOCTYI K KOMIIBIOTEPY JUISl IOCTOPOHHUX JIHLI;

6. Vcnone3yil BHEIHUE HOCUTENH WH(POPMALIMK, TaKUe Kak (hIelika, TUCK Wik (aill U3 MHTEpHETa, TOIBKO U3 MPOBEPEHHBIX
HCTOYHHKOB;

7. He oTKpbIBaii KOMITBIOTEPHBIC (aiiiibl, MONYYCHHBIC U3 HEHAJISKHBIX UCTOYHUKOB. [lake Te (ailyibl, KOTOpBIC MPHUCIIAN TBOU
3HAKOMBIL. Jlydille yTOuHU y HeTo, OTIPABIISI JIM OH TeOe UX.

Ceru WI-FI

Wi-Fi - 3T0 He BH nepeaayun JaHHBIX, HE TEXHOIOTHs, & BCEro JInIb Oper, mapka. Emte B 1991 roxy HuaepaaHackas KOMITaHHUS
3apeructpupoBana Openn "WECA", uro o6o3nauano crnoBocodyeranue "Wireless Fidelity", koropelii mnepeBoauTcss Kak
"OecnpoBOHAS TOYHOCTB".

Jlo Haimero BpeMeHH IoInIa Apyras abOpeBHaTypa, KOTOpas SIBJSIETCS TaKOH ke TexHoioruei. Oto abbpeBuarypa "Wi-Fi',
Takoe Ha3BaHue OBLIO JIAHO C HAMEKOM Ha CTaHIApT BbICHIeH 3ByKoBOW TexHuku Hi-Fi, 4yTo B mepeBoze o3HavaeT "BBICOKas
TOYHOCTB".

Ila, GecrutaTHBIA MHTEPHET-IOCTYI B Kade, OTEIAX U adpoIopTax sBISETCS OTIMYHON BO3MOXKHOCTBIO BhIXOma B mHTEpHET. Ho
MHOTHE 3KCIIEPThI CYUTAIOT, 4TO 00IIenocTynHbie Wi-Fi ceTn He SBISIOTCS 0€30MacHBIMH.

CoBeTbl M0 0e30MaCHOCTH PaGoThI B 001IeT0CTYMHBIX ceTsax Wi-fi:

1. He nepenaBaii cBow JuuHyr0 HH(pOpManuio uepe3 obmenoctynusie Wi-Fi cetn. Paboras B HUX, kelaTelbHO HE BBOAMTH
MIapOJIH JIOCTYIIA, JIOTHHBI M KAKHE-TO HOMEPa,;

2. Hcnions3yit 1 0OHOBIISIH aHTUBHPYCHBIE IPOrpaMMBI U OpaHAMayep. TeM caMbIM ThI 00€30MacHIIb ce0sl OT 3aKaUKH BUPYyCa Ha
TBOE YCTPOUCTBO;

3. Ilpu ucnons3oBarnu Wi-Fi orkmoun ¢yskimo "OOmuit goctyn kx ¢aitnam u npuaTepam”. JlaHHas QyHKIMS 3aKpBITa MO
YMOJIYQHHIO, OJIHAKO HEKOTOPHIE MOJIB30BATENIM aKTHUBUPYIOT €€ s Y100CTBa HCIONB30BaHus B paboTe nin yueoe;

4. He ucons3yit myomwansid WI-FI mng mepenauwm MHYHBIX JAHHBIX, HAaIlpUMEp IS BBIXOZA B COIMANIBHBIC CETH WM B
JIEKTPOHHYIO IIOUTY;



5. Hcnoms3yit Tonpko 3amumieHHoe coeamHenne depes HTTPS, a me HTTP, T.e. mpm HaGope BebO-aapeca BBOIM HMEHHO
"https://";

6. B moOmnpHOM Tenedone otkmoun ¢ynkimio "Tlomkmodenue k Wi-Fi aBromatmyeckn". He momyckail aBTOMaTHYECKOTO
TIOZIKITIFOUEeHU s yeTpoiicTBa K ceTsiMm Wi-Fi 6e3 TBoero cornacusi.

CouuanbHbIe CeTH

COHI/IaJ'H)HI)Ie CCTHU AKTHBHO BXOJAT B Hally >KWU3Hb, MHOTHUC JIIOAU pa60Ta}0T M JXUBYT TaM IIOCTOSAHHO, a4 B Facebook yxKe
3apCruCTpupoBaH MUJIIIMAPA UYCIOBCK, YTO SBJIACTCA OJTHOM CEIbMOM BCEX JKHUTENICH IulaHeTbl. MHOrve IMojib30BaTeIM HE
IIOHUMAKT, 4YTO I/IH(bOpMaI_[I/IH, pasMCIICHHasA UMH B COLIUAJIBHBIX CCTAX, MOXXCT OBITH HaliJicHa ¥ UCIIOJIb30BaHa KEM YroaHo, B
TOM YHCJIE HE 00513aTEILHO C OJaruMu HaMCpCHHUSAMMU.

OcHOBHBIE COBETHI 110 0€30MACHOCTH B COIUAJIbHBIX CETAX:
1. Orpanuys cnucok Apy3seil. Y Te0st B Ipy3bsiX HE JOIKHO ObITh CIIydaiiHbIX U HE3HAKOMBIX JIFOJIEH;

2. 3amumaii cBoto uacTHyro xu3Hb. He ykasbiBail mapoinu, TenedoHsl, agpeca, JaTy TBOETO POXKICHUS U JPYTYIO JIHYHYIO
nH(MOpMANHIO. 3JTOYMBIIIICHHHKA MOTYT HCHOJIB30BAaTh JaKe WH(POPMAIMIO O TOM, KaK Thl M TBOM POJAUTENH IUIAHHpYETE
MPOBECTH KaHHUKYJIBL;

3. 3ammmail CBOIO pemyTalmuio - AEpKU ee B YUCTOTE W 3ajaBail cebe BOIPOC: XOTeN OBl Thl, YTOOBI JPYrHe MOJIb30BATEIIH
BHUJIENH, YTO ThI 3arpyxaenib? [TomyMaii, mpex/ie 4eM 4To-To OIyOIMKOBaTh, HAIUCATH U 3arPy3UTh;

4. Ecnu TBI TOBOpHIIL C JIHOJAbMH, KOTOPBIX HE 3HACIb, HE PICHOJ'[LSyﬁ CBOC€ pCajiIbHOC UM U JPYT'YIO JINIHYIO I/IH(i)OpMaLII/II/II num,
MECTO XHUTCIbCTBA, MECTO y‘{€6BI H IpoUvce;

5. Uz6eraii pasmemenus ¢ororpaduii B IHTepHETE, TAEC Tl M300pa)KEH HA MECTHOCTH, MO KOTOPOH MOXKHO ONPEICIHTh TBOEC
MECTOIIONOXKCHHE;

6. Ilpu perucTpanyii B COLMAIBLHONH CETH HEOOXOAMMO HCIIOJIb30BATh CJIOXKHBIC MApOJH, COCTOSAIIMEe M3 OYKB M 1HU(p U C
KOJIMYECTBOM 3HAKOB HE MeHee §;

7. JInst colpasbHOM CeTH, TIOYTHI U IPYTHX CAHTOB HEOOXOAMMO HCIIOIb30BaTh pa3Hble napoiu. Toraa eciau TeOs B3JIOMAIOT, TO
37I0yMBIIIEHHUKH MOTy4YaT AOCTYH TOJIBKO K OTHOMY MECTY, a HE BO BCE CPasy.

3ﬂeKTp0HHLIe JACHbI'N

DJIEKTPOHHBIE JIEHbTH - 9TO OYEHb YIOOHBIN CIIOCO0 MIaTeKel, OIHAKO CYIIECTBYIOT MOILICHHUKH, KOTOPbIE XOTAT MOMYIUTh 9TH
JICHBI'U.

3J’IEKTPOHHLI€ JCHBI'M MMOABHUJIIMCH COBCEM HEIABHO U MMEHHO HM3-3a 3TOr0 BO MHOTHX IOCyAapCTBax A0 CHUX IIOPp HE IMPOIIMCAHO
PO HUX B 3aKOHaX.

B Poccun e oHE QYHKIMOHHUPYIOT M O HUX y)K€ MPOIMKMCAHO B 3aKOHE, I/Ie UX Pa3lessIoT HAa HECKOIBKO BHIOB - aHOHUMHEIEC
He aHOHWMHBIE. Pa3HHIIa B TOM, YTO aHOHHMHEIE - 3TO Te, B KOTOPBIX pa3peraercsi IpOBOJUTh OMepaluy 0e3 WAeHTU(UKALUH
TIOJTE30BATENS, @ B HEAHOHUMHBIX WIACHTH(HUKALUS OIb30BATENs SABISIETCS 003aTeIbHOM.

Taroke ClieqyeT pa3indaTh JIEKTPOHHBIC (pUATHBIC NCHBIH (PaBHBI FOCYIAPCTBEHHBIM BaIOTAM) M 3JICKTPOHHBIC HE(pHUATHBIC
JICHbI'H (HE paBHBI TOCY/IAPCTBECHHBIM BaJIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOI pa60Te € JICKTPOHHBIMMU €HbI'aMH:

1. TlpuBs>ku K cyeTy MOOWJIBHBIH TeleoH. DTO camblil yMOOHBIM M OBICTPBIH CIIOCOO BOCCTAHOBHTH JOCTYN K CYETY.
[TpuBsi3anHbIf TenehOH MOMOXKET, €CITH 3a0yACIIb CBOH TUIATE)KHBIN MTAPOJIb UK 3aiIellb Ha CANT C HE3HAKOMOT'O YCTPOWCTBA,

2. Hcnons3y#t omHOpa3ossle mapomu. [ocie mepexona Ha YCHIIGHHYIO aBTOpH3aIMIo Tebe yxe He OylIeT yrpoxaTh OMacHOCTH
KpakKy WU [IepeXBaTa IUIaTEXHOr0 NapoJs;

3. Beibepu cioxHblii napoib. [IpectynHukam OyaeT He MPOCTO yraiaTb CIOXHBIA mapoib. HanexHple mapoid - 3TO Mapoiy,
KOTOpBIE COJEPKAT HE MEHEe 8 3HAKOB M BKIIOYAIOT B ce0s CTPOUHBIC M IIPOMHCHBIC OYKBBI, HU(PHI 1 HECKOIBKO CHMBOJIOB,
TaKue Kak 3HaK Jojuiapa, GpyHTa, BOCKIHIATEIbHBIN 3HaK u T.11. Hanpumep, $tROng!;;



4. He BBOAM CBOM JINYHBIE JTAHHBIE HAa CaliTaX, KOTOPEIM HE JTOBEPSCIIb.
DJIEKTPOHHAs N0YTA

3J'I€KTpOHHa$I I1o4Ta - 3TO TEXHOJIOTUA U NPCAOCTABIACMBIC CHO YCIYI' IO IICPECHUIKE U MMOTYYCHHUIO 3JICKTPOHHBIX COO6IH€HHfI,
KOTOPBIC PACHpPEACIAOTCS B KOMHBIOTCpHOﬁ cetd. OOBIYHO 3J'IeKTp0HHLIfI TOYTOBBINA SIIUAK BBIMVISIANUT CIICAYIOIIHUM 06pa30M:
I/IMSI_HOJ'H)SOBaTeJ'ISI@I/IMSI_I[OMeHa. Taxoxe KpoME 1epcaaiu MpoCcToro TeKCTa, UMECTCSI BO3MOXKHOCTD IIE€PEAaBaTh (baﬁﬂbl.

OcHoOBHbBIE COBETHI 110 0e30MacHoii padoTe ¢ 3JIEKTPOHHOM MOYTOI:

1. Hayo BEIOpaTh paBHITEHEIN TOYTOBEIH CEpBHC. B HHTEpHETE eCTh OrpOMHBII BEIOOP OECIIATHBIX IIOYTOBBIX CEPBHCOB, OJHAKO
JIy4dlle I0BEPATh TEM, KOO 3Haellb U KTO I1EPBbIH B pEUTUHTE;

2. He yka3sIBaif B IMYHOI MmodTe THYHYIO MH(pOpMarmio. Hanpumep, mydine BIOpaTh "My3bIKIBHEINH (aHat@" wim "pox2013"
BMecTo "Temal3";

3. Mcrionp3yii ABYXATANHYIO aBTOPU3ALIMIO. DTO KOrJa IOMUMO MapoJisi HY)KHO BBOJIHUTB KO, TPHChUIaeMblil o SMS;
4. BoiOepu croxHbIH naposb. JJis KaxkI0ro MOYTOBOTrO SIIMKA J0JIKEH ObITh CBOW HAJISKHBIN, YCTOMYMBBIN K B3JIOMY I1apOJib;
5. Ecnn ecTh BO3MOXKHOCTH HalMcaTh CaMOMY CBOM JIMUHBIM BOIIPOC, UCIOB3YH 3Ty BO3MOKHOCTB;

6. Vcrionb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. IlepBblil Ui 4acTHOM HEpenucKu ¢ ajpecaTaMu, KOTOPBIM Thl JOBEpsiellb. JTO
JIEKTPOHHBIN ajpec He HaJ0 UCIOIL30BaTh IIPH PETUCTPaLM Ha (opyMax U caiTax;

7. He otkpeiBail (ailnbl U Apyrue BIOXKEHHUS B MUCbMax, Jake €CIM OHM IPHIUIM OT TBOMX Apy3eH. Jlydine yTouHM y HUX,
OTIPABIISUIN JIM OHU TeOe 3TH (hailiibl;

8. [ocne okoHYaHust pabOTHI HAa TIOYTOBOM CEPBHCE MEPE]] 3aKPHITHEM BKIIAJIKH C CAUTOM He 3a0yab HaxXaTh Ha "BeiidTu".
KuGepOysumuHT Wi BUPTYalIbHOE U3/1€BATEIHCTBO

KubepOymumuHr - mpecieqoBaHUe COOOIICHHUSMH, COJIEPXKAIUMH OCKOPOJICHUs, arpecculo, 3allyTMBaHHe; XYJIHTaHCTBO,
colManbHOE OOMKOTHPOBAHKE C MTOMOIBIO PA3INYHBIX HHTCPHET-CEPBHCOB.

OcHOBHbBIE COBETHI 110 00pb0Oe ¢ KHOEPOYLIIMHIOM:

1. He Opocaiics B 0oii. JIydmmii croco0: MOCOBETOBAThCS Kak ceOsi BECTH W, €CIIM HET TOro, K KOMy MO)XXHO OOpaTHTBHCS, TO
BHAYaje YCHOKOMThCs. Eciu Thl HauHEIIb OTBEYaTh OCKOPOJCHUSAMH Ha OCKOPOJIEHHMS, TO TOJBKO elle OOIbLIC Pa3oioKellb
KOH(ITUKT;

2. Ynpagsiii cBoei kKnbeppenyranueii;
3. AHOHUMHOCTD B ceTi MHUMAsl. CYIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOMT 38 AHOHHMMHBIM aKKayHTOM;

4. He crouT BecTH XylnUraHCKUi 00pa3 BUPTyaIbHOW XKU3HU. IHTEpHET (PUKCUPYET BCE TBOU JICHCTBUS U COXPAHSCT UX. Y IaJIHUTh
nx Oyner kpaiiHe 3aTpyJHUTEIHHO;

5. Colbinro1aii CBOXO BUPTYAIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii eauHuunblii HeratuB. OHOpPA30BBIE OCKOPOMTENBHBIC COOOINCHHS JIydlle HrHopupoBaTh. OOBIYHO arpeccus
MIpeKpaIIaeTcsi Ha HaJaJlbHOM CTaIuH;

7. Ban arpeccopa. B mporpamMmax oOMeHa MIHOBEHHBIMH COOOIIEHHSIMHU, B COIMABHBIX CETAX €CTh BO3MOXKHOCTH OJOKHPOBKH
OTIPABKH COOOIICHUI C ONPEIeIeHHbIX apecoB;

8. Eciut 161 cBUneTens kubepOymmara. TBOM IeficTBHA: BRICTYIHTH IPOTUB MPECIENOBATENs, TOKa3aTh €My, 9TO €r0 AeHCTBHSL
OIICHMBAIOTCSI HETaTHUBHO, ITOJJEPIKaTh KEPTBY, KOTOPOH Hy)KHA IICHXOJIOTMYECcKas IOMOINb, COOOIINTH B3POCHBIM O (akTe
arpecCHBHOTO IOBE/ICHNUS B CETH.

MoouibHbli Tese)oH



COBpeMCHHI)IG CMapT(bOHBI U IJIAHIICTBI COACPIKAT B cebe BIIOIHE B3p00J’ILIfI (1)yHKIII/IOHaJ'I, 1 TCIICPb OHU MOI'YT KOHKYPHUPOBATH
CO CTallMOHAPHBIMH KOMIIBIOTCpAMU. OJ_'[HaKO, CpEACTB 3alllUThl IS HO)IO6HI)IX ychOfICTB II0OKa O4Y€Hb Mallo. TeCTI/IpoBaHI/Ie u
IIOMCK yﬂ3BHMOCTeI71 B HUX NPOUCXOAUT HC TaK UHTCHCHUBHO, KaK JJIA HK, TO JKE€ CaMOE KacaceTcsl 1 MOOMIBLHBIX HpPIJ'IO)KeHPIfI.

COBpeMCHHI)IG MOOHJIbHBIE 6pay36p1>1 YK€ MNPAKTHUYCCKHU NOrHAJIM HACTOJIBHBIC aHaJIOrd, OAHAKO pPacCIIMpPCHUC (l)yHKHI/IOHaJ'Ia
BIIEYET 3a COOOM 60J'II>HIyIO CJIOXXKHOCTb U MCHBIIIYIO 3aIUIIICHHOCTD.

)laneKo HC BCC NPOU3BOAUTCIIN BBIITYCKAIOT 06HOBJ'ICHI/I$I, 3aKPBIBAIOIUEC KPUTUICCKHUEC YA3BUMOCTHU JJIs1 CBOUX yc’[‘pOfICTB.
OCHOBHEBIC COBETBI JJIsL 0€e30MmacHOCTH MOOHIIBHOI'O Teﬂe(bOHaZ

Huuero He sBisieTcs MO-HacToAIEMY OCCILUTaTHBIM. ByI[L OCTOPOXKEH, BEIb KOIr'Zla TeOe npeajiararoT OccrIaTHBINA KOHTCHT, B HCM
MOryT OBITh CKPBIThI KAKHUC-TO IUIATHBIC YCIIYTH,

Jymaii, npexie yeM oTnpaButh SMS, GpoTo uimu Buzeo. Thl TOYHO 3HACIIb, TJIC OHK OYIYT B KOHEYHOM UTOTE?

Heo0xommMo 0OHOBIIATE ONEPaliOHHYIO CHCTEMY TBOCTO CMapT(OHa;

Hcnonb3yit aHTUBHPYCHBIE MIPOrPaMMBI [T MOOHMITBHBIX TEIe()OHOB;

He 3arpysxaii npuioeHus: OT HEU3BECTHOTO UCTOYHHKA, BEIb OHU MOT'YT COJIEPKaTh BPEIOHOCHOE IPOrpaMMHOE 00€CIICYCHHE;
TMocrne TOro Kak Thl BBIMCIID C CaiiTa, I/ie BBOAWI JTHYHYIO HH(OpMAaIUIO, 3aiiTi B HACTPOHKM Opay3epa u yaaiu cookies;
Tepromuuecku MPOBEPsIH, KakKe IUIATHbIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBoii HOMep MOOMIILHOTO Tejie)OHa TONBKO JIFOJIIM, KOTOPBIX ThI 3HACIIb U KOMY JOBEpsICIIIb;

Bluetooth qomkeH ObITh BBIKIFOUEH, KOT/Ia Thl KM HE TOJIb3yellbcs. He 3a0bIBaii nHOT A IPOBEPSATH ITO.

Online urpoi

CoBpeMeHHbIE OHJIAHH-UIPHI - 3TO KPACOUHBIE, 3aXBAThIBAIOIINE PA3BICUCHHs, OObEIUHSIOIINE COTHHU THICAY YEJIOBEK 110 BCEMY
Mupy. Vrpoku uccieayioT AaHHBIH UM MHUp, OOLIAIOTCS APYT C APYrOM, BBIMONHSIOT 33JaHUsl, CPAKalOTCs C MOHCTPAMH H
MOJTY4al0T ONBIT. 32 YIOBOJIBCTBHE OHM IJIATAT: MOKYMAIOT AUCK, OIUIAYHMBAIOT aDOHEMEHT WM IPHOOPETAIOT KaKue-TO OMNIHH.

Bce atH cpenctBa MAyT Ha MOIJEp)KaHME M PAa3BUTHE MIPHI, a TaKOKe HA caMy OE30MaCHOCTb: COBEPLICHCTBYIOTCS CHCTEMbI
aBTOpPHU3AIMH, BBITYCKAIOTCS HOBBIE NaTuu (U(POBBIE 3aIUIATKU IS IPOrPaMM), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B mogoOHBIX Mrpax CTOMUT OmacaThesi HE CTOJIBKO CBOMX COINEPHHUKOB, CKOJIBKO KPakKM TBOETO MAapojis, HA KOTOPOM OCHOBaHA
cHcTeMa aBTOPU3AIMU OONBIIMHCTBA UTP.

OcHOBHBbIE COBETHI 110 H€30IACHOCTH TBOETr0 HTPOBOI0 AKKAYHTA:
1. Ecnu npyroii urpok Beaet ceOs II0X0 UK CO3/aeT TeOe HEMPUSATHOCTH, 3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;

2. Iloxkanyiics aqMMHUCTpAaTOpaM UIpbl Ha IJIOXOE MOBEIEHUE ITOTO UIPOKa, JKEJIAaTeIbHO NIPWIOKUTh KaKUe-TO J10Ka3aTeIbCcTBa
B BUJIE CKPUHOB;

3. He yka3biBaii TnuHyro uH(OpMalmio B npodaiine urpsr;

4. YBaxkail Apyrux y4aCTHUKOB T10 UTPE;

5. He ycranaBnuBaii Heo(pHIMaIbHBIC TTATYH U MOJIBI,

6. Mcnonp3yi cl10KHBIE U Pa3HbIE IAPOIIH;

7. Jaxxe BO BpeMst UTPBI HE CTOUT OTKJIIOYATh aHTHBUPYC. [IoKa ThI UTpaelb, TBO KOMIBIOTEP MOTYT 3aPa3HTh.

OUIIHHT WIH Kpaika JUIHBIX JaHHBIX



OObIuHOM Kpa)KefI JACHCT W JOKYMCHTOB CCrOAHS YK€ HHUKOIroO HC YAWBHIIIb, HO C PAa3BUTHCM I/IHTepHeT-TeXHOJ'IOFI/Iﬁ
3JIOYMBIIIJICHHUKHU NEPEMCECTHIINCH B UHTCPHCT, U MIPOAOJIKAIOT 3aHUMATbhCsL "mr00UMBIM" JCIIOM.

Tak mosBUIAch HOBas yrpo3a: HHTEPHET-MOIICHHHYECTBA WM (UINMHL, [JIaBHAs LElTb KOTOPOrO COCTOUT B MOIYYEHHH
KOH(HICHIMAIbHBIX JAHHBIX MOJIb30BATENeH - JIOTHHOB ¥ mapoieil. Ha anrnuiickom sizbike phishing unraercst kak ¢umusr (0T
fishing - pri6Hast noBis, password - naposns).

OcHOBHBIE COBEThI 110 60pb0e ¢ PUIIMHIOM:

1. Creut 3a cBOMM akKayHTOM. Eciu THI IIOt03peBaeib, 4To TBOS aHKeTa ObLIa B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKHpPOBATh €€ U
COOOIINTE aAMHHHICTPATOPAM pecypca 00 STOM KaK MOXHO CKOpEe;

2. HCHOJ'IB?)YI‘/’I 0e30macHbIe Be6-CaI>‘ITI)I, B TOM YHUCJIC, MHTCPHCT-MArasnHoOB U IIOUCKOBLIX CUCTCM,

3. Vcnone3yii ciioxHBIE U pa3Hble Mapoii. TakuM 00pa3oM, ecii TeOst B3JIOMArOT, TO 3JIOYMBIIUICHHUKH TOTydaT JOCTYII TOJIBKO
K OJIHOMY TBOEMY MPO(QIUITIO B CETH, & HE KO BCEM;

4. Ecin Te0s B3JIOMaJIi, TO H€O6XOZ[I/IMO npeaynpeanuTb BCEX CBOUX 3HAKOMBIX, KOTOPBIC I[O6aBJ'IeHI>I y TeOS B APY3biaX, O TOM,
YTO TE€OS B3JIOMAJIH ", BOBMOXHO, OT TBOCIrO UMCHHU 6y£[€T PpacCbUIATHCA CIIaM U CCBUIKU Ha (l)I/IHII/IHl"OBI)IG CafITBI;

5. YcraHoBu HagexHsli napons (PIN) Ha MOOWIBHBIH TenedoH;
6. OTKIIIOYM cOXpaHEHUEe Napodis B Opaysepe;

7. He otkpeiBail (ailnbl U Apyrue BIOXKEHHUS B MUCbMax, JaXke €CIM OHM IPHIUIM OT TBOMX Apy3eH. Jlydine yTouHM y HUX,
OTIPABIISUIN JIU OHU TeOe 3TU (aiibl.

Hudposas permyranus

Hudposasi pemyranusi - 3T0 HEraTUBHAs WJIM MO3WUTHBHAas WH(popmaimsa B cetn o Tebe. Kommpomerupyromias uHbopmanys,
pa3MellleHHasi B UHTEPHETE, MOXKET CEPbE3HBIM 00pa3oM OTPa3UThCH Ha TBOEH peanbHOM )u3Hu. "Lludposas penyramus" - 3to
TBOW UMHIDK, KOTOPBIH opMUpyeTcs U3 HHPOpPMALIMHU O TeOC B MHTEPHETE.

TBOEe MECTO JKUTENIbCTBA, Y4eObl, TBOC (PMHAHCOBOE IMOJOXKCHHE, OCOOCHHOCTH XapaKTepa M paccKasbl O OJM3KUX - BCE ITO
HAKAaIUTHBACTCS B CCTH.

MHorue noAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOnuKauuu JuyHoid nHdopmauuu B MHTEpHETE, HE MOHMMAs BO3MOXKHBIX
nociaeacTBUid. Thl TaXke HE CMOXKEIb JOraJlaThesi O TOM, 4To (ororpadus, pa3MelieHHas 5 JeT Ha3aj, crajia MPUYUHON OTKa3a
MpUHSATH TeOs1 Ha padoTy.

KommenTapuu, pasmerienne TBoux ¢ororpaduii u apyrue AeiHCTBUS MOI'YT HE HCUE3HYTh Aa)Ke MOCIe TOro, KaK Thl UX YAaJIHIIb.
ThI He 3HaeIIb, KTO COXPaHWI 3Ty HHPOPMAIHIO, ITONaJIa I OHA B MIOMCKOBBIE CHCTEMBI M COXPAaHMIIACK JIM OHA, 4 TJIIaBHOE: YTO
MOJIyMAIOT O TeOE OKPYKAIOIIME JIFOIU, KOTOPbIC HAMIYT U YBUAAT 3T0. HaiiTn MH(OpMAaIHI0 MHOTO JIET CITYCTsI CMOXKET JIF00OH -
KaK U3 JOOPBIX MOOYKICHHIA, TaK U C HAMEPEHHEM IPUYMHHTD BPe. ITO MOXKET OBITb KTO YTOJHO.

OCHOBHBIE COBETHI I10 3alIUTE HUPPOBOK PEIyTALINU:
1. IMogymaii, mpek/ie 4YeM u4To-To MyOJIUKOBATh U TiepeiaBaTh y ceOsi B O10re MK B COLIUATIBHON CETH;

2. B HacTpoiikax mpoduis yCTAHOBH OTPaHUUCHHS HA MPOCMOTP TBOETO MPOQUIS U €ro COASPKUMOT0, CACIai ero TOIbKo "mis
Apyseit";

3. He pa3meriaii 1 He yka3biBaii HH(pOpMAIHIO, KOTOPAst MOXKET KOTO-TH00 OCKOPOJIATh MK O0MKATh.
ABTOpCKOE IIPABO

CoBpeMeHHbIE MIKOTBHUKH - AaKTHBHBIC MOJNB30BAaTeMN LH(poBoro mpoctpancrBa. OmHAKO Jaleko HE Bce 3HAIOT, YTO
MOJTb30BaHIE MHOTUMH BO3MOXHOCTSIMH ITH()POBOTO MHpa TpedyeT COOIII0ACHIS IPaB Ha HHTSIUICKTYaIbHYI0 COOCTBEHHOCTS.

TepMmuH "HHTEIUIEKTyallbHasE COOCTBEHHOCTH'" OTHOCHTCS K Pa3iMYHBIM TBOPEHHSM YeJOBEYECKOTO yMa, HAuWHAas C HOBBIX
n300peTeHnii W 3HAaKOB, 00O3HAYAIOMIMX COOCTBEHHOCTh Ha IPOAYKTHI M YCIYTH, W 3aKaHYMBas KHUTaMu, (oTorpadusMu,
KHHODMIEMAMH U MY3BIKATbHBIMH TTPON3BECHHIAMI.



ABTOpCKHE TpaBa - 3TO IpaBa HAa HMHTEIUICKTYaIbHYIO COOCTBCHHOCTh Ha ITIPOM3BENCHUS HAYKH, JIUTEPATyphl M HCKYCCTBA.
ABTOpCKHE TIpaBa BBEICTYHNAIOT B KadeCcTBE TapaHTHH TOTO, YTO WHTEIUICKTYaJbHBIH/TBOPYECKHH TPyX aBTOopa HE Oymer
HalpacHbIM, JacT €My CIpaBEIJIUBBIE BO3MOXHOCTH 3apaboTaTh Ha pe3yldbTaTaX CBOErO TPYyJa, HMONYYUTh HU3BECTHOCTb U
npm3HaHne. HukTo 0e3 paspemieHHs aBTOpa HE MOXET BOCIPOHM3BOIUTH €ro IPOM3BEICHHE, PAcHpOCTPAHSTh, ITyOIHMIHO
JIEMOHCTPHPOBATh, IPOJIaBaTh, HMIOPTUPOBATE, ITYCKaTh B IPOKAT, ITyOJIMYHO UCIONHATH, IIOKa3bIBATE/HCIIONHATE B d(HUpe WITH
pa3merath B FIHTepHeTe.

Hcnonb3oBanue "l'II/IpaTCKOFO" MnporpaMMHOI0 obecIieueHnsT MOXKET NPUBECTU K MHOI'MM pHCKaM: OT IIOTEPU JAHHBIX K TBOUM
aKKayHTaM [0 6J'IOKI/IpOBKI/I TBOCTO YCTPOPIICTBa, A€ yCTaHOBJICHA HEJICTaJIbHAsA IIporpamma. He crout Takxke 336I>IBaTI>, 4To
CYHICCTBYIOT JICTAJIbHBIC U OecIuIaTHBIE MporpaMmsbl, KOTOPBIC MOKHO HaKNTH B CETH.

O noprauie

CereBHYOK.p() - TBOW IVIABHBIN COBETYHK B CETH. 3/1eCh THI MOXKEIIb y3HATh O OE30HACHOCTH B CETH IOHATHBIM M JOCTYITHBIM
SI3BIKOM, @ IIPY BO3HUKHOBEHUU KPUTUUECKOH CUTYalMd OOPATUTHCS 32 COBETOM. A TaKKe IPUHATH y4acTHE B KOHKYpCax U CTaThb
caMbIM IIU(GPOBBIM I'PAXKJAHUHOM !



